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It is clear that the level and type of threat that managers in organizations are being confronted with are increasing in degree of severity and complexity, and as such, more needs to be done as regards managing internal security, developing a robust security umbrella with partner organizations, and liaising with government law enforcement representatives. Individual managers may not necessarily be aware of how vulnerable the organization is to various forms of cyber attack and need to work as a team in order to develop an intelligence focus that underpins the cyber security operation. This article puts forward the idea that risk management and security is a shared responsibility among stakeholders and guidance is provided as regards what senior management need to do in order to communicate  more effectively with various organizational stakeholders. In order to be effective, it is suggested that security and intelligence activities are synchronized and grounded in a business continuity management planning process.  


A united approach to cyber security
The reason why a united effort is required is because cyber criminals are  becoming more aggressive and sophisticated in their behaviour and only a united effort will be able to counteract their numerous attacks. With reference to a cyber risk report featured in Management Today (2014), it is clear that insider crime is an issue and also, managers are aware of DDos attacks, the work of hackers and the threat posed by viruses and malware, however, some senior management teams appear to be over confident about dealing with such threats and may suffer from misleading assumptions. In-house investigations into computer and Internet use need to be undertaken on a regular basis as they can alert management to possible intrusions or lax security management practices before damage is inflicted. Security policy needs to be reviewed on a regular basis if it is discovered that staff are taking home company owned laptops and allowing their family members to download games. The main risk being that infected malware is activated and used to steal company secrets from the laptop or later when a connection is made via the company’s computer network.  Bearing this in mind, it seems that managers need to think more deeply about security breaches and what has been broadly defined as reputational damage. What does need to be borne in mind is that while marketers struggle to devise and implement competitive marketing strategies for the organization, the actual threat to the organization may not be from known competitors, but may in fact be from a different and less obvious source. If a threat is detected by the head of information technology, a question has to be asked: who else is informed of the threat? This is an important question because a proper threat analysis and risk assessment needs to be undertaken at a reasonably high level with an organization so that it is to have strategic relevance and feeds into the strategic threat/situational analysis management process.  
Mattern et al., (2014: 705) have stated that: “Information sources for cyber intelligence are as broad as for any other intelligence target field. Multiple sources are usually needed to get a complete picture of the threat landscape. Relevant data may come from specific network activity, global cyber activity, organizational policy and action, or from geographical events. The data can be open source, proprietary, or classified. What matters most is that the information is timely, actionable, and relevant, helping to reduce uncertainly for decisionmakers. When analyzed and contextualized, information becomes intelligence. Intelligence is what reduces uncertainty and enables timelier, more cost effective, and more informed decisions about policy, operations, and resource allocation”. What is worth noting from the quotation is that senior management are likely to have a large number of threats to consider and will eventually, due to time and resource constraints, need to assign rankings and prioritize the threats so that they are dealt with in a timely and logical manner.
 
Security, intelligence and dealing with risk
It is reasonable to suggest that senior management need to establish an in-house security operation that provides intelligence about the various cyber security threats the organization is facing and also, needs to have in place a risk management team that can be called upon to deal with cyber attacks as and when they occur. Having a risk manager in place and devising an up to date risk register or set of registers is part of the solution, however, a broader approach needs to be considered because organizations have different organizational structures, business configurations and undertake business in different ways. According to Mattern et al., (2014: 704): “Cyber Intelligence seeks to not only understand network operations and activities, but also who is doing them, why, and what might be next … ………… Cyber Intelligence should drive the cybersecurity mission. Intelligence-led operations require (a) a proactive security posture, (b) a thorough, accurate, timely understanding of the threat environment, and (c) a commitment to decisions based on data. A proactive posture relies on well thought out and dynamic defenses, informed by intelligence, to address both actual and potential threats. Ideally, this approach relies on the full spectrum of an organization’s capabilities-from network defense, to public relations, legal efforts, and other business operations. Proactive positioning also relies on a comprehensive and accurate understanding (and in as near real time as possible) of one’s own network, and the ability to collect and integrate information sources outside of that network to fully assess the threat environment”.
To suggest that one type of security system or function will provide answers to all types of security issues and challenges is inappropriate because different companies in different industries have different priorities. What is relevant, is that senior managers throughout an organization need to take responsibility for learning and understanding more about the threat posed by cyber criminals or those engaging in illicit cyber activities. This is because senior management need to understand and relate to the different facets of security and understand how security (viewed as an investment), can provide the organization with an intelligence driven defensive operation that is proactive in outlook and linked in to all the functions of the organization. By integrating security into the business model’s operating system, it should be possible to ensure that security is viewed as relevant, holistic and manageable. In other words, security is not an add on, it is very much an integrated process that spans design and development, procurement, manufacturing, and marketing; and requires a joined up approach to managing and communicating risk. The joined up approach to security is symbolized by managers understanding and being aware of how illegally focused external organizations (mostly state sponsored) value data and information, and identify target organizations, which are then attacked using advanced, persistent  methods of cyber attack (known as the advanced persistent threat(s)).

Risk management and communication 
It is clear from the above that risk management is to be viewed as a shared responsibility throughout the organization. Should this be the case, the risk management process can be linked with an organization’s communication policy. For example, ENISA (2011: 3) is clear that an organization’s risk management strategy encompasses a communications policy that is viewed as being embedded within the management of risks approach. It is for this reason that a communication policy needs to be coordinated across business functions and risk management itself needs to be viewed as part of or contributing to an organization’s culture and value system, through an appropriate form of leadership. Senior managers will by thinking in terms of internal and external communication, create awareness about risk and thus ensure that there is an industry perspective about risk. Senior management, through various scenario exercises, can establish how an organization within the industry is likely to be effected, if the risk communication process is limited and does not incorporate all the stakeholders (suppliers, external organizations (eg., design companies), various manufacturers, wholesalers and retailers for example). ENISA (2011: 3) have provided some relevant advice about this and state: “External communication and consulting by specialized consultants, as well as exchange of information and cooperation with other organizations should also be planned and implemented on a regular basis. The exchange of this knowledge and experience can prove extremely helpful for addressing issues related to both the risks and the process to manage these risks, leading thus to a view on risks that is free from subjective estimations. Furthermore, involving external personnel in such activities contributes towards the renewal of available know-how and risk perception”.
	In a well managed business, senior management will have already identified who the key internal stakeholders are that participate in the risk communication process, if not, they can seek the advice of the board or external organizations such as auditors and/or specialist security companies. As regards the external environment, it is useful to think in terms of the local market, the business itself, the competitors and their actions, the broader financial and political environment; the law and regulatory environment; the social and cultural conditions that prevail; and the external stakeholders (ENISA, 2011: 4). Of importance are matters such as perception, image and reputational damage and reputation management, and this requires that top management take ownership of the risk management process. Indeed, when thinking in terms of the internal environment, ENISA (2011: 5) suggest that a number of areas also need attention: key business drivers (market indicators, competitive advances and product attractiveness for example); the organization’s strengths and weaknesses, and also the opportunities and threats; the internal stakeholders; the organization’s culture and structure; the assets of the organization(s) as from the perspective of resources (people, systems, processes and capital for example); and the goals and objectives and the strategies that are in place to assist management to achieve the goals and objectives.   As regards communication with external stakeholders, it is important to note that individual managers assigned responsibility for risk management or protection of a risk asset, prioritize information sharing with partner organizations and establish management hierarchies and organizational structures. Senior managers also need to assign responsibility for the management of risk to individual managers and ensure they undertake an appropriate risk analysis.  When assigning responsibility for the management of risk, it is necessary to take into consideration the type of leadership style and the level of responsibility and control. This is because as Trim and Upton (2013: 53) have stated: “A transformational leader places a high emphasis on trust and trust-based relationships, and considers that employees need to be in harmony with the organization’s objectives. This can be interpreted as an individual employee having the same value system as their peers (and other employees) and that there is a match between the employee’s value system and the organization’s value system, hence internal mutuality”. This quotation highlights the importance of senior management establishing and sharing the same vision with staff throughout the organization’s hierarchy, and requires a high level of interaction on a continual basis.   
 	Although reference has been made to advice being provided from the board to senior management, it could be argued that because cyber attacks can be extremely debilitating to an organization from various perspectives, a transformational style of leadership is more likely to be suitable. Kakabadse (2000: 6) suggests that a transformational leader is a good listener and is well able to empower people to manage change. When a common vision is established the transformational leadership style should produce transparency and promote open communication, which manifests in increased interaction. These are important considerations because cyber attacks need to be dealt with in real time. It is also important to realize that an appropriate risk mitigation strategy needs to be in place that deals with a whole range of situations including the actions taken by disgruntled employees who steal data to order. In addition, managers need to note that a disgruntled employee may also be inclined to sabotage the company’s computer system or network and if they succeed, this might prove costly to rectify. By making known what the consequences are likely to be if a disgruntled employee undertakes certain action to harm the organization, it is possible that such action will be deterred. This approach should also promote security awareness and is essentially a proactive approach to counteracting possible threats before they manifest. Should a harmful event occur, once news gets out into the public domain, there might be additional factors to take into consideration and as a result, the organization’s image may be damaged (the share price may decrease and/or customers terminate contracts). 

Communication and cultural differences
	When considering how individual managers form sustainable working relationships with their peers and people outside the organization, it is necessary to consider what trustworthy behavior is and the context in which communication takes place. It can also be suggested that companies that operate across borders need to employ managers that are culturally sensitive and aware of legal issues and considerations. In societies with an individualistic value system, people are likely to be self-sufficient and less dependent while those from a collectivist society are highly influenced by the norms and duties emanating from the in-group (Usunier and Lee, 2009: 43-44). Understanding this is important because it will allow the risk manager to better understand and explain how cultural value systems influence the communication process and communication procedures, how people from different cultures view risk, and how risk management and risk mitigation are best conducted. More importantly, it will help managers who are less aware of cyber security issues to better understand why managers from various parts of the world need to engage in risk communication and risk mitigation in the way that they do. What needs to be understood is that a risk management strategy will be based on an organization’s risk appetite, and an organization’s risk appetite may change from time to time because the threats themselves are changing and also, staff involved in security and intelligence activities are synchronizing matters better. Proof of the synchronized approach working, can be gauged from the type of business continuity management planning system that is in being, and where corporate and marketing intelligence, link firmly with security and legal affairs (corporate law department). 
	
Dealing with an attack and disruption caused	
	When a cyber attack is launched upon an organization, it is likely that the impact will have an effect both upon the organization itself and its partner(s). If the impact is severe and a major disruption occurs (loss of power resulting in lost production or the loss of data and an erosion of competitive standing within the industry), it is essential that the image and the reputation of the organization and its partner(s) is restored as soon as possible. For example, in 2001 a man was sentenced to two years in prison for releasing a large amount of waste into public parks and creeks throughout Queensland, Australia (Verton, 2003: 27). The man carrying out the attack used the Internet and stolen control software to inflict the damage, and it became known that the person concerned had worked as a consultant on the water project and had initiated the attack after he had been refused a full time job with the company that installed vital equipment relating to the project. It became known later that the man inflicting the damage had made a large number of unsuccessful break-in attempts on previous occasions to carry out the attack before he eventually succeeded.





Evidence suggests that more needs to be done in the area of cyber security management and security awareness. In order to facilitate the process, a distinction needs to be made between security training and security education, and this means that those in the private sector that are involved with security training and those in the university sector that are involved in security education, need to work in unison to develop market focused training and a higher level of educational security provision for managers in both the private and public sectors. In particular, managers based in European companies need to undergo a culture change and think in terms of cooperating more through sharing information relating to cyber security threats and attacks, if that is, a more robust cyber security approach is to be developed that results in a firmer link between industry, academia and government. 
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